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On-ChainAudit



What is a Web3 Audit?

VS

Audit Contest Audit Firm
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Choosing a Target

https://codehawks.cyfrin.io/c/2025-03-inheritable-smart-contract-wallet
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Understanding the Protocol

The Inheritance Manager contract enables 
trustless estate planning by locking crypto 
assets until a set time has passed, then 
automatically distributing them to beneficiaries. It 
ensures secure, transparent transfers without 
intermediaries.



Understanding the Protocol

Owner: The Owner of the smart contract wallet


Beneficiary: Anyone set by the owner to inherit the smart contract and all 
it's balances.


Trustee: Not necessary role, but can be appointed by the beneficiearies in 
case underlaying estate values of the NFTs need to be reevaluated and/or 
the payout asset has to be changed.
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https://gitingest.com/


Understanding the Protocol



Analyzing the Protocol



Analyzing the Protocol

$ git clone https://github.com/CodeHawks-Contests/2025-03-inheritable-
smart-contract-wallet.git


$ cd 2025-03-inheritable-smart-contract-wallet


$ code .



Analyzing the Protocol

$ curl -L https://foundry.paradigm.xyz | bash


$ foundryup


$ forge install


$ forge build


$ forge test
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Time to Analyze
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return ??



Identifying Vulnerabilities

return ??

divisor ??



Identifying Vulnerabilities



Identifying Vulnerabilities

Just delete ??



Identifying Vulnerabilities



Identifying Vulnerabilities
Index 1 ??



Identifying Vulnerabilities
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access contral??
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after inheritance ??



Identifying Vulnerabilities



Identifying Vulnerabilities

_setDeadline ??



Identifying Vulnerabilities

One more



Identifying Vulnerabilities

No possibility to send ETH to `InheritanceManager` 
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Building a Proof of Concept

https://getfoundry.sh/forge/tests/writing-tests/
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Writing the Audit Report



Writing the Audit Report
01. Relevant Github Links


02. Summary


03. Vulnerability Details


04. Impact


05. Tools Used


06. Recommended Mitigation



Writing the Audit Report
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