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What is a Web3 Audit?

ChainLight

WEB3 HACK
POSTMORTEM 2024

1. SECURITY INCIDENTS

Scale

In 2024, we identified 204 security incidents with various root causes, occurring at an average
interval of 1.78 days. The total damage amounted to at least $1.88 Billion, with each project
suffering an average loss of $9.57 Million.

Website X/Twitter
https://chainlight.io @ChainLight_io



What is a Web3 Audit?
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— On-Chain




What is a Web3 Audit?

Audit Contest Audit Firm



What is a Web3 Audit?

e UNISWaP-V4

<) Labs

v) @uniswap e Completed

XO®

Total reward

$2,350,000

Instructions Leaderboard

A

Name C C Earnings C High C Medium
’ ? Status Completed

cergyk

$56,734.22 Findings submitted 451
@cergyk

Start date 6 Sep 2024
alexfilippov314

50,888.23
@alexfilippov314 $50,

End date 10ct 2024

Christoph Michel
1stoph VI $29,757.18
@cmichel

You cannot join this competition.
adeolu

22,088.58
@adeolu $22,

deadrosesxyz

19,419.
@deadrosesxyz $19,419.80

ObsidianAudits 2

@ObsidianAudits $18,451.80

Junnon

17,881.09
@Junnon $17,

Cryptor

15,821.99
@Cryptor 315,




What is a Web3 Audit?
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Security Assessment &
" Uniswap va-perigery Sty Review Formal Verification

DRAFT PRELIMINARY
Report

Auditors
Desmond Ho, Lead Security Researcher
Kurt Barry, Lead Security Researcher

Saw-Mon and Natalie, Lead Security Researcher
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Jeiwan, Security Researcher U n s a 4 c O r e
David Chaparro, Junior Security Researcher I W p v

Date 07/24

Report prepared by: Lucas Goiriz Prepared for
Uniswap

September 5, 2024

Uniswap v4 Core

Security Assessment

September 5, 2024

Prepared for:
Alice Henshaw
Uniswap

Prepared by: Alexander Remie, Priyanka Bose, Benjamin Samuels, Tarun Bansal,
Guillermo Larregay, Josselin Feist, and Xiangan He
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Choosing a Target

All First Flights Inheritable Smart Contract ...

Inheritable Smart Contract Wallet ((First Flights )

First Flight #35 100 EXP

© X

Beginner Friendly Solidity

Inheriting crypto funds in cold or hot wallets is still an issue until this day, the
Inheritance Manager contract implements a time-locked inheritance
management system, enabling secure distribution of assets to designated
beneficiaries. It uses time-based locks to ensure that assets are only
accessible after a specified period. The contract maintains a list of
beneficiaries, automating the allocation of inheritance based on predefined
conditions. This system offers a trustless and transparent way to manage
estate planning, ensuring assets are distributed as intended without the
need for intermediaries.

e Ended Mar 6th, 2025 - Mar 13th, 2025 View repo O View results

) Contest Details  </> Getting Started () Knownlssues Q) Scope Collapse A

o Starts: March 06, 2025 Noon UTC
e Ends: March, 13, 2025 Noon UTC
e NnSLOC: 21

About the Project

Inheriting crypto funds in cold or hot wallets is still an issue until this day, the Inheritance Manager contract implements a time-locked
inheritance management system, enabling secure distribution of assets to designated beneficiaries. It uses time-based locks to ensure
that assets are only accessible after a specified period. The contract maintains a list of beneficiaries, automating the allocation of
inheritance based on predefined conditions. This system offers a trustless and transparent way to manage estate planning, ensuring
assets are distributed as intended without the need for intermediaries.

Inheritance Manager can also be used as a backup for your wallet.

An extra gimmick is, that the owner of this contract is able to mint NFTs representing real life assets in an extremely simple way. We are

Rewards breakdown

nSLOC () 21

This contest has a flat reward structure
with the following payouts:

High 100 EXP
Medium 20 EXP
Low 2 EXP
Live

The contest is live. Earn rewards by
submitting a finding.

Judging

Submissions are being carefully reviewed
by our judges.

View all submissions -

Appeals
This is your time to appeal against
judgements on your submissions.

Appeals Review
Appeals are being carefully reviewed by our
judges.

Rewards Distribution

The contest is complete and the rewards
are being distributed.

View results ->


https://codehawks.cyfrin.io/c/2025-03-inheritable-smart-contract-wallet

Choosing a Target

Rewards breakdown
v NnSLOC

nSLOC () 211

NSLOC stands for 'Normalized Source Lines of Code', a custom measurement we use
(among other things) to evaluate the complexity of a codebase.

This contest has a flat reward structure
with the following payouts:

High 100 EXP

To get the NSLOC count of a file:

1. For all functions, reduce any multiline function declarations to a single line.

2. Remove all comments

Medium 20 EXP

3. Remove all empty lines

Low 2 EXP 4. Count the remaining lines



Choosing a Target

1 Compatibilities:

2 Blockchains:

3 - Ethereum

4 Tokens:

5 - No limitations. Inheritance Manager needs to be compatible with ether and every ERC20 token.
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Understanding the Protocol

The Inheritance Manager contract enables
trustless estate planning by locking crypto
assets until a set time has passed, then
automatically distributing them to beneficiaries. It

ensures secure, transparent transfers without
iIntermediaries.




Understanding the Protocol

Owner: The Owner of the smart contract wallet

Beneficiary: Anyone set by the owner to inherit the smart contract and all
it's balances.

Trustee: Not necessary role, but can be appointed by the beneficiearies In
case underlaying estate values of the NFTs need to be reevaluated and/or

the payout asset has to be changed.



Understanding the Protocol

src/

— InheritanceManager.sol
— NFTFactory.sol

— modules/
F——Trustee.sol

O N I N -




Understanding the Protocol

ED/imsixt O GitHub + 117k

§ Prompt-friendly
codebase P

Turn any Git repository into a simple text digest of its codebase.
This is useful for feeding a codebase into any LLM.

https://github.com/CodeHawks-Contests/2025-03-inheritable-smart-cor

Include files under: 50kB

Try these example repositories:

FastAPI ApiAnalytics

You can also replace 'hub' with 'ingest' in any GitHub URL.



https://gitingest.com/

Understanding the Protocol

Imagine you are a security researcher and you have to describe in detail th
project below

First, explain what the protocol as a whole is
Describe use cases, flowcharts for protocol users
List any additional attack vectors that may exist
List any additional invariants that exist

ALl Answers 1in Korean

### This 1s entire doc




Analyzing the Protocol



Analyzing the Protocol

$ git clone https://github.com/CodeHawks-Contests/2025-03-inheritable-
smart-contract-wallet.git

$ cd 2025-03-inheritable-smart-contract-wallet

$ code .



Analyzing the Protocol

$ curl -L https://foundry.paradigm.xyz | bash
$ foundryup
$ forge install

$ forge build

$ forge test



Analyzing the Protocol

Inline Bookmarks
tintinweb | < 164,190 | % % % % (14)

Customizable Inline Bookmarks

Disable |\ | Uninstall | / Auto Update ¢35

Extension is enabled on 'SSH: UBUNTU-BSHYUUNN'

A

A€

Solidity Metrics

tintinweb | & 35194 | * &k %% % (3)
Solidity Metrics

Disable |V | Uninstall |~ ./ Auto Update 5%

Extension is enabled on 'SSH: UBUNTU-BSHYUUNN'

Solidity Visual Developer

tintinweb | < 128,640 | ¥ ¥ % % ¥ (10)

Ethereum Solidity Language customized for developers a...

Disable |V | Uninstall |~ / Auto Update 4%

Extension is enabled on 'SSH: UBUNTU-BSHYUUNN'



Analyzing the Protocol

File Logic Interfaces Comment Complex.

Capabilities
Contracts Lines Score P

src/InheritanceManager.sol 1 95 147

src/NFTFactory.sol 1 1 18

src/modules/Trustee.sol 1 1 16

Totals 3




Analyzing the Protocol

function contractInteractions(address _target®, bytes calldata _payload®, uint256 _valuet®, bool _storeTargett)

external
nonReentrant
onlyOwner

(bool success, bytes memory data) = _targettf.call{value: _valuet}(_payloadt);
require(success, "interaction failed");
if (_storeTargett) {



Analyzing the Protocol

2806
N 287 // @note :
W288| // @question :
M289| // @audit :
N 290 // @audit-info :
291

v WINLINEBOOKMARKS <] > ¥ H ¢
v ¢ InheritanceManager.sol

N @note:

A @question :

N @audit:

N @audit-info :

= 2 2 2|20

— — — — —



Time to Analyze
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ldentifying Vulnerabillities

/ k%
* @ev On-Chain payment of underlaying assets.
* CAN NOT use ETHER
*x @param _nftID NFT ID to buy out

*/

ftrace | funcSig

function buyQutEstateNFT(uint256 _nftID®) external onlyBeneficiaryWithIsInherited {
uint256 value = nftValue[ nftID®];
uint256 divisor = beneficiaries.length;

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

uint256 multiplier = beneficiaries.length - 1;

uint256 finalAmount = (value / divisor) *x multiplier;
IERC20 (assetToPay).safeTransferFrom(msg.sender, address(this), finalAmount);

for (uint256 i = @; i < beneficiaries.length; i++) {
if (msg.sender == beneficiaries[i]) {
return;

} else {



ldentifying Vulnerabillities

/ k%
* @ev On-Chain payment of underlaying assets.
* CAN NOT use ETHER
*x @param _nftID NFT ID to buy out

*/

ftrace | funcSig

function buyQutEstateNFT(uint256 _nftID®) external onlyBeneficiaryWithIsInherited {
uint256 value = nftValue[ nftID®];
uint256 divisor = beneficiaries.length;

llllllllllllllllllllllllllllllllllllllllllllllllllllll

uint256 multiplier = beneficiaries.length - 1;

uint256 finalAmount = (value / divisor) x multiplier;
IERC20 (assetToPay).safeTransferFrom(msg.sender, address(this), finalAmount);

for (uint256 i = 0; i < beneficiaries.length; i++) {

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

return ?7 if (msg.sender == beneficiaries[il) {
S e EE return;

} else {



ldentifying Vulnerabillities

/ k%

* @ev On-Chain payment of underlaying assets.
* CAN NOT use ETHER

*x @param _nftID NFT ID to buy out

*/

ftrace | funcSig

function buyOQutEstateNFT(uint256 _nftID®) external onlyBeneficiaryWithIsInherited {
uint256 value = nftValue[ _nftIDt®];

uint256 divisor = beneficiaries.length;

llllllllllllllllllllllllllllllllllllllllllllllllllllll

uint256 finalAmount = (value / divisor) x multiplier;
IERC20 (assetToPay).safeTransferFrom(msg.sender, address(this), finalAmount);

for (uint256 i = 0; i < beneficiaries.length; i++) {

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

return ?7 if (msg.sender == beneficiaries[il) {
S e EE return;

} else {

divisor ??



ldentifying Vulnerabillities

/ k%
* @dev removes entries from beneficiaries 1in case inheritance gets revoked or
x an address needs to be replaced (lost keys e.g.)
*x @param _beneficiary address to be removed from the array beneficiaries
*/
ftrace | funcSig

function removeBeneficiary(address _beneficiary®) external onlyOwner {
uint256 indexToRemove = _getBeneficiaryIndex(_beneficiary®);



ldentifying Vulnerabillities

/ k%

* @dev removes entries from beneficiaries 1n case inheritance gets revoked or
* an address needs to be replaced (lost keys e.g.)

*x @param _beneficiary address to be removed from the array beneficiaries

*/

ftrace | funcSig
function removeBeneficiary(address _beneficiary®) external onlyOwner {
uint256 indexToRemove = _getBeneficiaryIndex(_beneficiaryt);

Just delete ??



ldentifying Vulnerabillities

/ k%
* @dev gas efficient cross—function reentrancy lock using transient storage
* @notice refer here: https://soliditylang.org/blog/2024/01/26/transient-storage/
*/
modifier nonReentrant() {
assembly {
if tload(1) { revert(o, 0) }
tstore(0, 1)

s
assembly {
tstore(o, 0)



ldentifying Vulnerabillities

Index 1 ?7?

/ k%

* @dev gas efficient cross—fupCtion reentrancy lock using transient storage
* @notice refer here: httpsf//soliditylang.org/blog/2024/01/26/transient-storage/

*/
modifier nonReentrant(
assembly {
if tload(1) { revert(o, 0) }
tstore(o, 1)

}
assembly {
tstore(o, 0)



ldentifying Vulnerabillities

/ k%
* @dev manages the inheritance of this wallet either
* 1. the owner lost his keys and wants to reclaim this contract from beneficiaries slot@
* 2. the owner was 1nactive more than 90 days and beneficiaries will claim remaining funds.

%/
ftrace | funcSig
function inherit() external {

if (block.timestamp < getDeadline()) {
revert InactivityPeriodNotLongEnough();

}
if (beneficiaries.length == 1) {

------------------------------------------------

------------------------------------------------

.........................................................

revert InvalidBeneficiaries():



ldentifying Vulnerabillities

/ kk
* @dev manages the inheritance of this wallet either
* 1. the owner lost his keys and wants to reclaim this contract from beneficiaries slot@
* 2. the owner was 1inactive more than 90 days and beneficiaries will claim remaining funds.

x/

ftrace | funcSig

function inherit() external {
if (block.timestamp < getDeadline())
revert InactivityPeriodNotLongEnough(); access CO ntral ’? ?

}
if (beneficiaries.length == 1)

................................................

{

.........................................................

revert InvalidBeneficiaries():



ldentifying Vulnerabillities

/ k%

* @dev to allow the owner arbitrary calls to other contracts. e.g. deposit assets into Aave to earn yield, or swap tokens on exchanges

* @notice allows transactions to be stored in interactions[] to make it clear to beneficiaries where to look for funds outside this contract
* and potentially withdraw those. Obviously swaps would not need to be stored, therefor we give the option.

* This function should generally only be used by very advanced users, and we assume appropriate diligence has to be done by owner.

* @param _target address of the target contract

*x @param _payload bytes element with interaction instructions

*x @param _value value of ether to be send with the transaction

* @param _storeTarget bool to decide if this transaction should be stored

*/

ftrace | funcSig
function contractInteractions(address _target®, bytes calldata _payload®, uint256 _value®, bool _storeTargett)

external
nonReentrant
onlyOwner

(bool success, bytes memory data) = _targett.call{value: _valuet}(_payloadt);
require(success, "interaction failed");

if (_storeTargett®) {



ldentifying Vulnerabillities

/ k%

* @dev to allow the owner arbitrary calls to other contracts. e.g. deposit assets into Aave to earn yield, or swap tokens on exchanges
@notice allows transactions to be stored in interactions[] to make it clear to beneficiaries where to look for funds outside this contract
and potentially withdraw those. Obviously swaps would not need to be stored, therefor we give the option.

This function should generally only be used by very advanced users, and we assume appropriate diligence has to be done by owner.
@param _target address of the target contract

@param _payload bytes element with interaction instructions

@param _value value of ether to be send with the transaction

@param _storeTarget bool to decide if this transaction should be stored

* K X X X X X

*/
ftrace | funcSig
function contractInteractions(address _target®, bytes calldata _payload®, uint256 _value®, bool _storeTargett)

external
nonReentrant
onlyOwner
{
(bool success, bytes memory data) = _targett.call{value: _valuet}(_payloadt);
require(success, "interaction failed");
if (_storeTargett®) {
interactions[_targett] = data;
s
¥

after inheritance ??



ldentifying Vulnerabillities

/ k%

* @dev creates an NFT of an underlaying asset, for example real estate. Mints the nft and adds it

* into nftValue mapping, connecting it to a real world price.

* @param _description describes the asset, for example address or title number

* @param _value uint256 describing the value of an asset, we recommend using a stablecoin like USDC or DAI

* @param _asset the address of the asset in which beneficiaries would need to pay for that asset.

*/

ftrace | funcSig

function createEstateNFT(string memory _descriptiont®, uint256 _valuet®, address _asset®) external onlyOwner {

nftValue[nftID] = _valuet;
assetToPay = _asset®;

/ k%

* @dev adds a beneficiary for possible inheritance of funds.

* @param _beneficiary beneficiary address

*/

ftrace | funcSig

function addBeneficiery(address _beneficiary®) external onlyOwner {

_setDeadline();

/ k%

* @dev removes entries from beneficiaries in case inheritance gets revoked or

* an address needs to be replaced (lost keys e.g.)

* @param _beneficiary address to be removed from the array beneficiaries

*/

ftrace | funcSig

function removeBeneficiary(address _beneficiary®) external onlyOwner {
uint256 indexToRemove = _getBeneficiaryIndex(_beneficiaryt);



ldentifying Vulnerabillities

VES S

* @dev creates an NFT of an underlaying asset, for example real estate. Mints the nft and adds it

* into nftValue mapping, connecting it to a real world price.

* @param _description describes the asset, for example address or title number

* @param _value uint256 describing the value of an asset, we recommend using a stablecoin like USDC or DAI

* @param _asset the address of the asset in which beneficiaries would need to pay for that asset.

*/

ftrace | funcSig

function createEstateNFT(string memory _descriptiont®, uint256 _valuet®, address _asset®) external onlyOwner {

nftValue[nftID] = _valuet;
assetToPay = _assett;

VES S

* @dev adds a beneficiary for possible inheritance of funds.

* @param _beneficiary beneficiary address

*/

ftrace | funcSig

function addBeneficiery(address _beneficiary®) external onlyOwner {

_setDeadline();

VeSS

* @dev removes entries from beneficiaries in case inheritance gets revoked or
* an address needs to be replaced (lost keys e.g.)

* @param _beneficiary address to be removed from the array beneficiaries

/ - setDeadline ?7?

ftrace | funcSig
function removeBeneficiary(address _beneficiary®) external onlyOwner {
uint256 indexToRemove = _getBeneficiaryIndex(_beneficiaryt);



ldentifying Vulnerabillities

One more



ldentifying Vulnerabillities

No possibility to send ETH to InheritanceManager



Building a Proof of Concept



Building a Proof of Concept

Vv {est

»

InheritanceManagerTest.t.sol

»

TrusteeTest.t.sol



Building a Proof of Concept

pragma solidity 0.8.10;
import {Test} from "forge-std/Test.sol";

contract ContractBTest is Test {
uint256 testNumber;

function setUp() public {
testNumber = 42;

function test_NumberIs42() public {
assertEq(testNumber, 42);

/// forge-config: default.allow_internal_expect_revert = true
function testRevert_Subtract43() public {

vm.expectRevert();

testNumber —= 43;


https://getfoundry.sh/forge/tests/writing-tests/

Building a Proof of Concept

Console Logging

Similar to Hardhat's console functions.

e There's also the single parameter API for the types above, and additionally bytes, bytes]... up

e You can use it in calls and transactions. It also works with view and pure functions. to bytes32:
|t always works, regardless of the call or transaction failing or being successful. o console.logInt(int i)
e To use it you need import it: o console.logUint(uint i)
o import {console} from "forge-std/console.sol"; o console.logString(string memory s)
e You can call console.log with up to 4 parameters in any order of following types: o console.logBool(bool b)
o ANt o console.logAddress(address a)
- [ o console.logBytes(bytes memory b)
o console.logBytes1(bytesl b)
o bool
o console.logBytes2(bytes2 b)
o address

O LR

o console.logBytes32(bytes32 b)

e console.log implements the same formatting options that can be found in Hardhat's
console.log.

o Example: console.log("Changing owner from %s to %s'", currentOwner, newOwner)



Building a Proof of Concept

/// function withdraw() public {

/// require(msg.sender == owner);

vm. prank(owner) ;

myContract.withdraw(); // [PASS] function startPrank(address msgSender) external;
function startPrank(address msgSender, bool delegateCall) external;
function startPrank(address msgSender, address txOrigin) external;

function startPrank(address msgSender, address txOrigin, bool delegateCall) exte



Building a Proof of Concept

address alice = makeAddr("alice"):
emit log_address(alice); // 0x328809bc894192807417d2dad6b7c998clafdach

vm.warp(1641070800) ;
emit log_uint(block.timestamp); // 1641070800

address alice = makeAddr("alice");

emit log_address(alice);

vm.deal(alice, 1 ether);
log_uint256(alice.balance); // 1000000000000000000



Writing the Audit Report



Writing the Audit Report

01. Relevant Github Links
02. Summary

03. Vulnerabillity Detalls
04. Impact

05. Tools Used

06. Recommended Mitigation



Writing the Audit Report

# I'm writing a vulnerability report. So far, I've only filled out the vulner
ability description and the GitHub link. Based on that content, please comple
te the rest of the report.

— Write it in full report format

— Keep 1t as simple as possible, almost like you're just translating what I a
Llready wrote

- Write it in English

— Remove any quoted lines

Here is the report template:
Title:

Severity: (High/Medium/Low)
Likelihood: (High/Medium/Low)
Impact: (High/Medium/Low)

Below 1s the full code of the contract for reference:

Here's a similar vulnerability report for reference:




Conclusion



Conclusion

e FY vigilseek - Audit Competitior % -

< > C Mm 2 vigilseek.com Q W & M, )
L)
Iﬁ VigiISeek Security Insights Leaderboard Light

Explore Crowdsourced Audits Timeline

<

Q Search company Select Languages C g Select Platforms 5 Pick a date 7' Upcoming, Ongoing e 29 Max reward

Export As PNG
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