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Open Web Application
Security Project

Vulnerability
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Activity initiation

HTTP/2 stream

(composed of frames)

Frame

HTTP/1.x message Type=HEADERS

Frame

Okl
N

m
Ral

PUT /create page HTTP/1.1 Type=CONTINUATION

Host: localhost:8000 Frame
Connection: keep-alive

Trans|ati0n Upgrade-Insecure-Requests: 1 Binary - Type=CONTINUATION
: P Content-T : text/html s ﬁ <
Into HTTP c:?xt:?xt-l.zieth: egqs frammg - L 7:' o oi = E
i .
O T Tro .TI

Body line 1
Body line 2
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> ] VIRUSTOTAL

Introducing VirusTotal Code Insight: Empowering threat analysis with
generative Al

MONDAY, APRIL 24, 2023 | BERNARDO.QUINTERO ' LEAVE A COMMENT

At the RSA Conference 2023 today, we are excited to unveil VirusTotal Code Insight, a cutting-edge feature that
leverages artificial intelligence for code analysis. Powered by Google Cloud Security Al Workbench, Code Insight
produces natural language summaries of code snippets with ease. This functionality empowers security experts and
analysts by providing them with deeper insights into the purpose and operation of analyzed code, significantly
enhancing their capability to detect and mitigate potential threats.

QIZX|S J|ut ot AE B A
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(&F11leName, "‘wb'');
)

(1pString2, 0);

( )5
String1 = 0;
vi8 = 0;
v 0;
uil2 0;
Ul = (a2, 92);
1strcpyA(&Stringt, vl + 1);
U5 = (&String1, 46);

w
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, decision maker

Agent

state reward  1.(als): S = 0.1 action
St Rt At
: Rl+l

S.. | Environment

everything outside the agent

w
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0: Move left
1: Move down
2: Move right

3: Move up

w
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Q-Learning

Reward r

Take action a

Agent
actions
states | ao ai as
S0 |Q(s0,a0) |Q(s0,a1) |Q(s0,a2)
51 |Q(s1,a0) |Q(s1,a1) |Q(s1,0a2)
Sy |Q(s2,a0) |Q(s2,a1) |Q(s2,a2)
X

Observe state s < s/

Environment
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Q-Learning

Q(TEH, ES)

(1) state

(3) quality (reward)

(2) action

-> Q value
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Q-Learning

Q(3, Right) = 0

s s 6 7 QG Left) = 0.1

8 9 10 11 Q(3, Up) = 0

12 13 14 15 Q(3, Down) = 0.8
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Q-Learning
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Q-Learning

Q valueE {EAH d-™E<n?

Oj2ie| 27X Ha5 i717] #l6l €7 S&5FE 27X 2] J<2
Z[CH E&= Coll=C.

Ry =7 +7ep1 + T2+ -+ 1y
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Q-Learning
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Q-Learning
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-Learning

0 | 0 0 0 0 =0 0 0
0 0 \ -0 0
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Q-Learning

“o0 o o o =r + ¥V max(Q(s4 a))
.0 ' Q(10, Down)

0 =0 +0.9%90

w
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Q-Learning
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Q-Learning
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Agent DNN

parameter 0

Reward r

Take action a
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Observe state s < s/

Environment
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Q(a2)

Q(a3)

Q(a4)
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The Agent Web Model

Modelling web hacking for reinforcement learning

Laszlo Erdodi - Fabio Massimo Zennaro
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ArE 2to[ B2

gym= OpenAld|AM 7t Zotels 2e|F IED HAES 2ot
ctO| 2| 2, CrYFel 231 S E
g7t 2= XA L LY.
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Purpose

- XSS(Cross-Site Scripting) B X

- SQL Injection EHX]
<img src=x onerror=alert('’XSS");>
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Top Ten Vulnerabilities - Hackerone

4%

XXS

INFORMATION DISCLOSURE
IMPROPER ACCESS CONTROL - GENERIC

IMPROPER AUTHENTICATION - GENERIC

23%

Top 10 VIOLATION OF SECURE DESIGN PRINCIPLES
Vulnerability
Types OPEN REDIRECT

BUSINESS LOGIC ERRORS
INSECURE DIRECT OBJECT REFERENCE (IDOR)
PRIVILEGE ESCALATION

CROSS-SITE REQUEST FORGERY (CSRF)

18%

w
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Top Ten Vulnerabilities - Patchstack

Other vulnerability types combined 13.29%
Cross-Site Request Forgery (CSRF) 11.18%
SQL Injection (SQLI) 6.83%
Arbitrary File Upload 6.83%
Broken Authentication 2 839
Information Disclosure 2 10%
Bypass Vulnerability 1.09%
Privilege Escalation 1.09%
Remote code execution (RCE) 0.94%
O 5 10 15 20 25 30 35 40 45 50
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H YHE S8 3%
QO O
pictures. html &E ¢ QAI E 77"?

- OtH | 0| X| 7} YU=X]
- ZF | 0| X| Q] m}2}0|Ef
- 1§| 0] X| 2] URL
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State

[1,0,0,0,0,0, 0, ... 0]

- 1 : Found

- 0 : Not Found
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Action

[CMD_Action, Target Page]

O ( None) - 1~
1 ( Read )

- 2 ( XSS _Attack)
3 ( SQLI Attack)
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self.observation space = spaces.MultiBinary(self.n files)

self.action space = spaces.MultiDiscrete([4,self.n files])

w
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- 22 mjo|X| &A A] (+5)

- 2 S (-1)

- EXoIX] 5= HO|X| S EtAUY & 8% (-5)
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7} WebServer

data.html

# XSS Attack
3

elif (command==2):
if (targetfile==self.flag and self.vul type == 1): \\\\\\\\\ pictures.html
self.done = True menu.html

return self.state,100,self.done,{ 'msg': XSS Attack Success'}

>
1
else:
return self.state,-5, self.done,{ 'msg': XSS Attack Fail'}
# SQLi Attack cooule
oW, index. I
4 <+ —> 0

elif (command==3):
if (targetfile==self.flag and self.vul type == 2):

self.done = True

return self.state,100,self.done,{ 'msg': ' SQLI Attack Success'} location.html
else: 6

return self.state,-1,self.done,{ ' msg’': 'SQL1i Attack Fail'}
e l se: contact.htm

5
return self.state,-1,self.done,{ ' msg': 'Wrong command'}

w
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Code

Reset St

def reset(self): 40| S2F 0|2 s=E|= et-2 2H4EE
self.flag = np.random.randint(self.n files) xX7|2}
self.state = np.zeros(self.n files,dtype=np.bool)
self.vul type = np.random.randint(2)
self.state[0] =1
self.done = False
return self.state
=
Step 2T
def step(self, action): AN Mo X6l = st HAN AE| S8
return self.webserver(action) olF S0| et

© Hackingcamp. All Rights Reserved POC SECURITY



7}AF WebServer - S5 Al7] 7]

gym env = AWM()

env = DummyVecEnv(|[lambda: gym env])
modelPPO = PPO("MlpPolicy", env, verbose=1, tensorboard log="./logs/")

modelPPO.learn(total timesteps=100000)
modelPPO.save( PPO Agent")

del modelPPO

w
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72 WebServer - St AlZ| 7]

Action : SQLI Attack

Target Page 2

State [ True True False True False]
Total Reward -65

Action : SQLI Attack

Target Page 0

State [ True True False True False]
Total Reward -66

Action : SQLI Attack

Target Page 4

State [ True True False True False]
Total Reward -71

Action : None

Target Page 4

State [ True True False True False]
Total Reward -76

Action : XSS Attack

Target Page 1

State [ True True False True False]
Total Reward 24

w
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Web Server

100

Agent

ed
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= HO0|X| =4
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index

one three

one

two

three

two
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=

/

four

2%} @l

of20|E{e| 2t

XSS & m| 0| X]
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Md|2| = - Read

def crawling(url, cookie=None):
driver.get(url)
if cookie != None:
driver.add cookie(cookie)
time.sleep(1)

soup = BeautifulSoup(driver.page_source)

return soup

w
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Md|2| = - Read

def find_sub_page(now, text):
sub_page = []

for link in text.find_all('a'):
href = link.get('href')

if href == None or len(href) == 0 or href[@] == '#': continue # urlO| #O|7L} QIe™ A
if urlparse(href).scheme != 'http' and urlparse(href).scheme != 'https' and urlparse(href).scheme != '': continue

href = pre_href(now, href) # Zd| Z=2, A 42 25 THQ 20{A HZ
if urlparse(href).netloc != attack_domain: continue # C}E TOQIO[H I{A
if attack_path != '': # QI A= AITIL EX|SHCHH HAL

if attack_path not in urlparse(href).path: continue

sub_page.append(href)

return sub_page

w
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Mig|2|2 - Attack

def attack(data, pl, num, cookie):
pl = pl.replace('{mes}', str(num)).strip() # EO|ZE= g4
get_payload = make_payload(datal[1]l, pl)

result = [f'alert({num})', datal[@] + get_payload, []]

url = datal[0] + get_payload # =Z url A
try:
crawling(url, cookie)
except:
print(f"error with {url}")
result.append('")
return result

alert = Alert(driver)
alert_txt = alert.text
if ord('0') <= ord(alert_txt) and ord(alert_txt) <= ord(str(num)):

print("Vulnerability Found :", url)

result.append(alert_txt)
while True:
try:
alert.dismiss()
except:
break
except:

result.append('")

return result

w
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(venv) Otwooo # D S YA s g/ T4 N FI T IES python -u "/Users/baesonghyeon/Documents/Project/AI_Web_Fuzzer/realword_env.py"

Read.. http://localhost:8888/

XSS Attack.. http://localhost:8888/one.php
Read.. http://localhost:8888/one.php

XSS Attack.. http://localhost:8888/

XSS Attack.. http://localhost:8888/three.php
Read.. http://localhost:8888/two.php

XSS Attack.. http://localhost:8888/four.php

Vulnerability Found : "http://localhost:8888/four.php?text=<script>alert(1)</script>” !!!!

w
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https://hunkim.github.io/ml/
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